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BIALS: “HHE” NARBLUKFUNERS, O LFFHEBASEAA, TLFAPFAAPIFLH, 4
AT G @ e E R S — RN EEES M GEBARAE R A2 SRR AT RAK) |, SRR MAE B R P LT
ZANA HITP it in AR P 33 Geitit B3, KTE L) BERNG, AP HXLPELHNERK, BLXER
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3fE WordPress 1 & £ % H K E®@, Linux REAET 24008 E R %R E; Nginx NMUIBK & K # 5T R AR
R @B R E, LTEE SSLIEY (dv Let'sEncrypt £ E+H) %I HTTPS Ao % &4, B ol i 28 A 55 SSL #a,
FF )5 5 XSS/CSRF i | 3% F 7 Pl 42 5] ML) Ao [B) W 5594 ; MySQL 42 5% A% A P 248 518 % M %, PHP #& % WordPress
HAENRAETIEIT, L LNMP FREMBEMMR A, BT EHM%ES . L% EE, WordPress 69T MAL%IE. SEO #iLH
AR NEZH B E K, ™ SSL % 5 Nginx %2R EAHR A P #ExLME, RAZLHEFR, HTTPS 4RIRET
Bpp R EEESSREE LR, AE AARABE “NE + Z27 WRCHIEEZRR, FASRBAZETRA. A

PRAEA F A, FETRER, AN ET . RIFAPFEAE, FELLEARKERKPARET K.

1.3 B EM

1.3.1 &5 EM e R

WIARF RIS H R EAR NS (k. . 218 &1t 30 70, HE S EAUE T hr i
R, MARCRAE, JCH R 28GR 2 MR EE AR B4ERe ), .
518 6: f& Apache Web R 4 25 £ #0 T HLAYBC E L A4 T B P, 181K httpd IR 5 BATIEF, & P 3w E 6k

WA A RNET AR ZREE?  (BeRIBG AT A & B AL A 1 OL) ( )

<VirtualHost 172.20.0.14:80>
ServerAdmin webmaster@dummy-host.example.com
DocumentRoot "/var/bbs0ee"
DirectoryIndex index.php
<Directory "/var/bbs000">
Options Indexes FollowSymLinks
AllowOverride None
Require all granted
</Directory>
ServerName bbs.wangfei.com
ErrorLog "/var/log/httpd/bbs_error_log"
CustomLog "/var/log/httpd/bbs_access_log" common
</VirtualHost>

A. 172.20.0.14 B. 172.20.0.14:80 C. bbs.wangfeicom D. bbs.wangfei.com:80

PR T BB ERIEERF user LIFEAEZL M (IP: 172.20.0.10) B FEKIEER S E (IP: 172.20.0.11) , &
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HEEZAWHATRT, RH353mM A LTAL SQL o 4 fit

A. create user 'user'@'172.20.0.10' identified by '123';

B. create user 'user'@'172.20.0.11" identified by '123'";

C. create user 'user'@'172.20.0.%" identified by '123';

D. create user 'user'@'%' identified by '123";

WAL, AR o A A T A BB LB E R DR R, A H W R TR R 2k
ALHE), HIRB R G TN LB SAEZE A RN HIEEE AL fE O n B ARIR, S n) 8 2 ZAME—,
BT E AR MR ARER SN QTS RS RS E RS T, MR R g
TRV, .

B 8: #45 R 55 3] Apache Web JR 4% Bl E M AL G, LRI AT IP 69 B W 24U (IP 3ehk H : 172.20.0.15),
b BAR B R R A “test” , €4 Apache JR %35 I LA E LA LiEFER, LIRFCEEF B, REL
F R, 23] 5 8 17 B W shApdb 43t N\ Apache R 569 BN R &, 2 R4 T BAT®, HOHTARZMT LB EFE&

AR A7

[ &% HTTP Server Test Page x + - 0 X

< C [ | &F=se| 17220015 a e AL 3B 8 -

& centos

HTTP Server Test Page

o test the proper operation of the HTTP.server after it has be stalled. If you can read this

page it means that this site is working properly. This server is powered by

*

If you are a member of the general public: If you are the website administrator:
The website you just visited is either experiencing problems You may now add content to the webroot directory. Note that
or is undergoing routine maintenance. until you do so, people visiting your website will see this page,

and not your content.

If you would like to let the administrators of this website know

that you've seen this page instead of the page you expected, For systems using the Apache HTTP Server:

you should send them e-mail In general, mail sent to the You may now add content to the directory /var/www/html/
name “webmaster” and directed to the website's demain Note that until you do so, people visiting your website will see
should reach the appropriate person. this page, and not your content. To prevent this page from

B8 9: 6T R %48 Zabbix M4z IR 45 Lidid A0 LN, A Y= 2] 3 6 Nginx Web JR % H R E 2wk

FRE, T BT

ZABBIX « ¢
N & & &0 Proxy 1815 o 5
Nginx Webf 25881 9 B2 B Weblilll  172.20.0.20:10050 it B [ %]
Nginx Webff55352 33538 EfZ26 B2 M 172200.21:10050 BA
Nginx Webf55253 % Ef20 @B 7 172.20.0.22:10050 ZL] [ %]
Zabbix server USRI 153 K83 B 16 BEMAIM6  Weblsll  127.0.0.1:10050 BEA B

B T Zabbix A i 69 HR IR B IERAA R, WelZT - LEER, ATRBRGERS SR &8, 2
R ERRE Z B AR RKAEIE, 2o T BT, EoITT A ARE FRAHIR S A?
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Bt 3. (Linux RFIZ4ESEE) PP L i Bd

2.1 FEARAEFF TN oo Hix! REXHE.
2.1.1 FEARBABME S AT oo HiR! REXHE.
2.1.2 FFHPEGBRBITE oo Hix! REXHE.
2.1.3 BRAEATR BIFVE oo HiR! REXHE.

2.2 TEFEREFEIT RN oo HiR! REXHE.
2.2.1 FEFERFEE IS T FEME e, HiR! REXHE.
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ALTER USER 'rp_yangshiwei'@'172.24.5.%' IDENTIFIED WITH mysgl_native_password BY '123';
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server {
listen 80;
server_name www.liuxiaoyuan.com;
rewrite A(.*)$ https://www.liuxiaoyuan.com$1 permanent;
}
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tcpdump -i any -nn host 172.24.20.1 and port 80
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5:02:32.569306 ens192 In ifindex 3 00:50:56:f9:2a:54 ethertype IPv4 (0x0800), length 72: 172.24.20.1.53246 >
172.24.20.8.80: Flags [S], seq 3490210910, win 65535, options [mss 1460,nop,wscale 8,nop,nop,sackOK], length
0 15:02:32.569313 ens192 Out ifindex 3 00:;0c:29:d0:41:6d ethertype IPv4 (0x0800), length 72:
172.24.20.1.53246 > 172.24.20.8.80: Flags [S], seq 3490210910, win 65535, options [mss 1460,nop,wscale
8,nop,nop,sackOK], length 0 15:02:32.569331 ens192 In ifindex 3 00:50:56:f9:2a:54 ethertype IPvd4 (0x0800),
length 72: 172.24.20.1.53246 > 172.24.20.8.80: Flags [S], seq 3490210910, win 65535, options [mss
1460,nop,wscale 8,nop,nop,sackOK], length 0 15:02:32.569338 ens192 Out ifindex 3 00:0c:29:d0:41:6d
ethertype IPv4 (0x0800), length 72: 172.24.20.1.53246 > 172.24.20.8.80: Flags [S], seq 3490210910, win 65535,
options [mss 1460, nop, wscale 8, nop,nop,sackOK], length 0 15:02:32.569358 ens192 In ifindex 3
00:50:56:f9:2a:54 ethertype IPv4 (0x0800), length 72: 172.24.20.1.53246 > 172.24.20.8.80: Flags [S], seq
3490210910, win 65535, options [mss 1460,nop,wscale 8,nop,nop,sackOK], length 0 15:02:32.569364 ens192
Out ifindex 3 00:0c:29:d0:41:6d ethertype IPv4 (Ox0800), length 72: 172.24.20.1.53246 > 172.24.20.8.80: Flags
[S], seq 3490210910, win 65535, options [mss 1460,nop,wscale 8 nop,nop,sackOK], length 0 15:02:32.569382
ens192 In ifindex 3 00:50:56:f9:2a:54 ethertype [Pvd (0x0800), length 72: 172.24.20.1.50064 > 172.24.20.8.80:
Flags [S], seq 2692136023, win 65535, options [mss 1460,nop,wscale 8,nop,nop,sackOK], length 0
MEGRCLHAB R BM——HELE (DS s 7 SYN, HEFE¥E RS Fr LRSS, H-HTW
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